
BLI 7

CLOUD-BASED ACCESS
Unsecured cloud connectivity 
may expose data to
unauthorised users

CONTROL PANEL
Users can exploit printing and 
imaging device settings and 
functions from an unsecured 
control panel, and even
disable the device

PORTS & PROTOCOLS
Unauthorised users can access 
the device via unsecured USB 
or network pots via older
protocols (such as FTP or 
telnet)

INPUT TRAY
Special media for printing 
cheques, prescriptions, and 
other sensitive documents can 
be tampered with or stolen 
from an unsecured tray

CAPTURE
MFP’s can easily capture and
route jobs to many destinations,
potentially exposing data

STORAGE MEDIA
Printing and imaging devices 
store sensitive information on 
internal drives or hard disks, 
which can be accessed if not 
protected

MANAGEMENT
Without adequate monitoring, 
security blind-spots across 
your fleet may remain
undetected and increase
costly data risks

OUTPUT TRAY
The output tray is the most 
common place for sensitive 
documents to fall into the 
wrong hands

BIOS & FIRMWARE

MOBILE PRINT
Employees who print on the 
go may accidentally expose 
data, or leave printouts
unsecured

CONSUMABLES
These are inserted in devices and 
contain programmable smart 
chips. Few consider this risk or 
check the secure nature of the 
supply chain

NETWORK
Printing and imaging jobs can 
be intercepted as they travel 
over the network to and from a 
device

HOW SECURE 
IS YOUR PRINTER FLEET?

Printers can be the first line of defence for your organisation’s network
security - or the weak link. So, how secure is your printer fleet?

HOW HP SECURES PRINTERS 
AGAINST UNWANTED ACCESS

EMAIL: info@landscape.uk.com
TEL: 02392 594 333

These are just a few examples of how Landscape 
and HP can help secure you endpoint print
devices. For further advice, please get in touch.

THE RISKS TO YOUR MULTIFUNCTION PRINTERS 

1
If a compromised version 
of the BIOS is discovered 
during power-up, or 
when operational (via HP 
Whitelisting, Intrusion 
Detection or Connection 
Inspector), HP Sure Start 
restarts the printer with 
a safe ‘golden copy’ of 
the BIOS. 

SELF-HEALING
BIOS REBOOTS 2 HP SECURE

PRINT
Print sensitive documents 
and release them on 
demand without security 
worries and reduce waste 
from accidental and
forgotten print jobs. Cloud 
& on premises options. 

3 HP SECURITY
MANAGER

HP Security Manager 
recognises security threats, 
alerts you automatically, 
and immediately initiates 
any security protocols that 
you’ve set in place.

4
At every step of the 
design, supply chain, and 
production process for 
Original HP office 
cartridges, security is 
built-in with tamper-resist-
ant chips, firmware and 
packaging.

HP ORIGINAL
SUPPLIES

HP Wolf Security – The World’s Most Secure Printers


